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Get Ready for Instant Payments:  
Fraud Edition

As your organization considers how to take advantage of instant 
payments to enable things like just-in-time payroll and bill pay, it’s 
important to review your key systems for readiness.

You can’t avoid it – the potential for fraud exists with any type of 
payment process, and that includes instant payments. As instant 
payments become more popular around the world, fraud will continue 
to be a threat. What does this mean for organizations that may be 
considering adopting instant payments?

It means that now is the time to start preparing for instant payments 
and taking steps to help mitigate fraud, including evaluating your 
organization’s current fraud management approach.

Understand the Basics of Fraud and Instant Payments
Let’s review the basics: Fraud is not new, or specific to instant 
payments, but it can be a dynamic and rapidly evolving threat. 
As such, there are some fraud management considerations to be 
evaluated when preparing for instant payments, including:

• Speed – Clearing and settlement occurs almost immediately, 
minimizing the time frame to detect fraud and stop fraudulent 
payments from processing.

• Finality – Immediate settlement equates to immediate 
irrevocability, with funds available for the payee to withdraw.

• Always on – Instant payments operate on a 24x7x365 basis, 
giving fraudsters the opportunity to attack at any time. That means 
that fraud detection must occur continuously, with processes or 
controls in place to act quickly.

“Organizations need to look at fraud related to instant payments 
differently,” explains Mike Timoney, vice president for secure 
payments with the Federal Reserve Bank of Boston.  “You can’t 
assume that everything is going to be the same.  The nature of instant 
payments needs to be taken into consideration, and organizations 
need to be prepared for it.”

(continued on pages 2-3)

In observance of Labor Day, 
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will be closed on 
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Get Ready for Instant Payments:  Fraud Edition, cont'd
Below are steps your organization can take to 
help protect itself and its customers against instant 
payments-related fraud.

Talk to the Right People
As is the case in any instance when making a 
significant change in your organization, getting the 
right people at the table upfront is key to a successful 
launch.

Whether you have already decided to adopt instant 
payments, or are still in the consideration phase, 
engaging with your fraud experts should start as soon 
as possible.

“It’s important to get the fraud people involved in 
plans early.  It doesn’t mean you have to build a best-
in-class fraud system before you can launch instant 
payments, but your team can advise on a phased 
approach for enhancing your defenses that protect you 
even when initial volumes are low,” says Timoney.  
“Organizations need to be cognizant of their 
vulnerabilities; the worst thing they can do is nothing.  
What organizations need is a well-considered plan.”

This plan starts with your fraud management team, 
whether they are in house or your organization 
works with a service provider.  They need to become 
familiar with the implications of the instant payments 
characteristics noted earlier so they can evaluate 
your current processes, procedures and systems, and 
then adjust them accordingly.  For example, systems 
designed to combat fraud involving payments that 
are cleared and settled in batches on predictable 
cycles may need updates to address fraud involving 
payments that clear and settle instantaneously.  

Review Current Fraud-Fighting Tactics
Chances are your organization already has a fraud 
management program in place.  But if you are 
considering adopting instant payments, here are some 
key questions to consider with your team.

Are Your Fraud Mitigation Processes Identifying 
Fraud Before it Happens?
With instant payments’ speed and finality, it’s 
particularly important to detect nefarious activity as 
early as possible in the payment flow.  Ensuring that 
you have a multilayered approach to fighting fraud is 
an important step.  Do your fraud mitigation processes 
have robust user authentication procedures at login 
and continual verification of user contact information 
(e.g., email addresses and mobile numbers) to ensure 
they are up to date?  Taking an extra close look at 
your authentication methods is vital to stopping 
unauthorized fraud before the transaction occurs.

“The ability to stop the fraud as far upstream as 
possible is crucial to minimizing downstream 
impact.  Having a robust account opening process 
can help mitigate authorized fraud, while strong 
authentication can help combat unauthorized 
fraudulent transactions,” says Staci Shatsoff, assistant 
vice president for secure payments with the Federal 
Reserve Bank of Boston.

Instant payments are always on.  Can the same 
be said for your organization’s fraud systems and 
tools?  Having systems or tools that can analyze and 
manipulate incoming transactional data in real time, 
24x7x365, may keep a fraudulent transaction from 
completing.

Are You Enlisting Your Customers to Help Combat 
Fraud?
Educating your customers on how to identify fraud 
attempts and protect their personal data, such as user 
IDs and passwords, will also be an important part of 
your fraud mitigation practices.  Some practices that 
could prove helpful include:

• Communicating to customers that your 
organization will never ask for login information 
over the phone, email or text and encouraging 
them not to share this information with anyone.

• Encouraging strong and unique passwords for 
different accounts.

• Guiding customers to enable alerts for transactions 
from their accounts.

     (continued on page 3)
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Get Ready for Instant Payments:  
Fraud Edition, cont'd

How are You Classifying Fraud?
To effectively fight fraud, organizations need to speak 
the same fraud language.  With more consistent fraud 
classification, there can be a better understanding of 
fraud activity.  Even amongst professionals within 
your organization, multiple terminologies to classify 
fraud across different systems can create barriers 
to fraud discussions, measurement, analysis and 
prevention.

One step your organization can take to get a closer 
look at how your organization is classifying fraud is 
by exploring the FraudClassifierSM model, which 
enables organizations to systematically classify fraud 
involving payments.  The model helps everyone in the 
payments industry get on the same page.  The result 
is a holistic view of fraudulent events, which can help 
with a more strategic approach to fraud management.

Fraud Happens.  Is Your Organization Prepared?
When looking at your current fraud management 
approach and your future with instant payments, it’s 
important to remember that these types of payments 
are immediate, final and always available.  To help 
your organization prepare for this transition, be 
sure to add evaluating your fraud strategy to your 
instant payments adoption checklist.  And stay tuned 
for additional articles in our  “Get ready for instant 
payments” series that will help your organization 
continue to prepare for your instant payments journey.

FedNow is a service mark of the Federal Reserve 
Banks.

This article is reprinted with the permission of the 
Federal Reserve Bank as part of our following 
FedNowSM series.  Retrieved from https://www.
frbservices.org/financial-services/fednow/instant-
payments-education/get-ready-for-instant-payments-
fraud-edition.html.  

If you have any questions about the FedNow program, 
please contact Asim Mian (amian@vertifi.com) at 
800.428.1144, Ext. 3365.

Federal Reserve Chair Jerome Powell’s message from 
the Jackson Hole Economic Symposium last week 
was very clear.  The Fed is resolved to keep raising 
rates until inflation is calmed, no matter what that may 
mean for the US economy.  It was a far cry from his 
notable speech last year when he declared the early 
spike in inflation as ‘transitory’.  

The stock market fell over 1,000 points after the 
speech.  Bond market futures are still pricing in that 
the Fed will ease the pace of its hikes this year and 
may even start cutting rates by mid-2023.  Although 
it will certainly continue to be reliant on monthly data 
markers, the Fed will remain vigilant on inflation, 
even if a slowdown in growth becomes a recession.  
The first of these markers will be this week’s jobs 
reports where non-farm payrolls are expected to show 
300,000 jobs added in August and the unemployment 
rate remained at 3.5%.

The next scheduled FOMC meeting is on September 
21-22.  Whether the Fed hikes 50 or 75 basis points, 
the summary of projection, or the “dot plot” will be 
widely monitored to see the Fed’s long-term outlook 
for rates.  Atlanta Fed President Raphael Bostic has 
said that in past rate cycles, inflation had needed 
18-24 months to fully respond to Fed policy changes.  
Other Fed officials in recent weeks have stated their 
cases for front-loading rate hikes this year, even at the 
risk of slowing economic growth.  

Currently, Fed funds futures are pricing in a 
3.50-3.75% range by the end of 2022, which would 
indicate a slowing of hikes from the 75 basis points 
at the last two meetings.  It remains to be seen if the 
Fed will back up its members’ words on keeping the 
priority on controlling inflation until it recedes closer 
to the 2.00% target.

If you have any questions, please contact Kevin 
Peters (kpeters@eascorp.org) at 800.428.1144, 
Ext. 3354.

Bond Market Unfazed Even as 
Powell Emphasizes Inflation Fight
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REGISTER NOW:  EasCorp's 2022 ALM Academy

This is a must-attend event.  
Expert-led sessions on interest rate risk measurement, liquidity planning, and 

risk management polices and practices.

Presented in partnership with ALM First Financial Advisors 
MHA Conference Center, Burlington, MA

Tuesday, October 18 through Wednesday, October 19

Offering two separate Tracks to best meet your needs.  

Introduction to ALM Track 
Understanding interest rate risk and key interest rate risk measurements.  Designed for CEOs, CFOs, ALM 
committee members, financial management staff, those who manage the balance sheet, and anyone who might 
benefit from a deeper understanding of the potential risks a credit union must face.  Topics include introduction 
to interest rate risk, tools for measuring and monitoring risk, liquidity management and building blocks for 
developing sound risk management policies and practices.  Participants earn 12 CPE credits.  

Advanced ALM Track 
In-depth review of model assumptions, liquidity risk management, investment analysis, derivative strategies 
and more.  Best suited for financial analysts and those directly responsible for managing and monitoring the 
credit union's rate risk exposure, including all staff responsible for ALM, as well as the CFO.  Topics include 
model assumptions, liquidity risk management, investment analysis, derivative strategy, and sensitivity testing. 
Participants earn 12 CPE credits.

Overnight accommodations are available next to the MHA Conference Center at the Residence Inn by Marriott 
Burlington.  Make your hotel reservations before they sell out or no later than Tuesday, September 13.  To 
receive the group rate of $299/night, contact Marriott Reservations at 888.800.3486 or the hotel direct at 
781.272.3331 and simply state that you are attending the EasCorp meeting. 

Learn more about the program, by visiting:  2022 ALM Academy (https://www.eascorp.org/prodserv/alm/
academies.aspx).  Register now or no later than Monday, September 19 at www.eascorp.org and follow the 
News and Events link.

If you have any questions about the Academy program, please contact Kevin Peters (kpeters@eascorp.org) at 
800.428.1144, Ext. 3354.  For questions about registration or hotel accommodations, please contact Deirdre 
Zaccagnini (dzaccagnini@eascorp.org), Ext. 3347 or Cindy Carey (ccarey@eascorp.org), Ext. 3593.
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Obtain a Head Start on Embracing Digital Assets 

Attend ACUSO's 35th Annual Meeting and Cryptocurrency Event

The frequent introduction of cryptocurrencies has it moving toward mainstream.  Credit unions are wondering 
what its impact will be on consumer members and the financial industry as a whole.  Will systems have to 
be changed?  What impact will members face?  Cryptocurrency is already in the market with a combined 
capitalization that briefly surpassed the $3 trillion mark in 2021 which outpaced many of the world's top stocks.  
While market size alone may not be reason enough to engage in cryptocurrency, it certainly justifies paying 
attention and considering options.

EasCorp’s upcoming ACUSO program on September 21, "Opportunities for Credit Unions in the Emerging 
Cryptocurrency Environment," will help credit unions navigate through the myriad of issues surrounding 
cryptocurrency by bringing together peers, practitioners, and local developments to discuss this new digital 
currency, which has no physical form, and whose value is determined by market forces created by people 
who buy and sell them.  Presenters include Joe Keller, VP, Digital Assets, Visions Federal Credit Union, an 
early adopter; and Dr. E. LaBrent Chrite, President, Bentley University, one of the first Bay State academic 
institutions to accept cryptocurrencies as tuition payments.

Keep in mind that cryptocurrency markets move quickly so don't wait too long to do research, gain a deeper 
understanding of cryptocurrencies, and make a decision about whether they may be the right choice for your 
product line.  Take an open minded approach to this worldwide currency.  The best thing that you can do now 
is what credit unions do most effectively with excellence:  stay educated and prepare for what will be beneficial 
for their members. 

Member registration is open to senior officers and may be found at www.eascorp.org and follow the News 
and Events link.  Attending this event also includes participation in the governance of ACUSO as part of its 
35th Annual Meeting.  Not a member but interested?  Please contact Cindy Carey (ccarey@eascorp.org) at 
800.428.1144, Ext. 3593 to attend as a guest.  Cannot attend?  Please send your questions to Cindy Carey in 
advance and responses will be provided.

Coin and Currency Reminder

In observance of Labor Day, all Federal Reserve offices will be closed on Monday, September 5, 2022.  As a 
reminder, cash orders prepared by the Federal Reserve Bank must be placed two business days in advance of 
delivery (e.g., orders must be placed by 11:30 a.m. ET on Monday for Wednesday delivery).

Due to the holiday, you may need to place your cash order a day earlier than normal (e.g., the same order 
referenced above should be placed on Friday for Wednesday delivery).

If you have any questions regarding your cash orders, please contact Taylor King at 800.428.1144, 
Ext. 3516 or the Payment Systems Department, Ext. 4 in advance of the holiday.
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35 Corporate Drive
Suite 300 
Burlington, MA 01803
781.933.9950 
800.428.1144

www.eascorp.org
www.vertifi.com

Association of Credit Union Senior Officers Meetings

35th Annual Meeting and Cryptocurrency
Wednesday, September 21, 2022

MHA Conference Center, Burlington, MA

Hiring Across State Lines
November 3, 2022

Webinar

Meet the Regulators
Wednesday, December 14, 2022

MHA Conference Center, Burlington, MA
_________________________________

SOLD OUT - EasCorp's 2022 Invitational Golf Tournament 
Monday, September 12, 2022

Tedesco Country Club, Marblehead, MA 

ALM Academy
October 18 – October 19, 2022

MHA Conference Center, Burlington, MA

For more information, please call 800.428.1144, Ext. 3300 
or email to admin@eascorp.org. 

UPCOMING EVENTS 


